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Tarld Azm

» A technology operations entreprenenr who works with the compliance
industry to ensure regulatory compliance, data integrity, and business
continuity. Founding partner of Ember Technoloay.

» Over course of 15 years worked i all aspects of the ITT, from support
desk, project mavnagewment, data analysis, ete. Worked for the Kansas
Burean of mvestigation where the trajectory changed and gaived wmuch
knowledge and experievce v Cyber Security, compliance, and Digital
Forensics.

> Tarig isRP with the CMMC — AB, have been working in the Defense
Tudustrial Base (PIB) providing added value i cyber security &
compliance to companies working with DoD




Statistics

ybercrime is putting every organization at risk for financial damage, regulatory fines,
tainted customer relationships, reputational loss and infrastructure harm

In comparison, humans
blink about 10 times
every 30 seconds

l O Attacks affect one in three
Americans each year
' The #1 reason for attacks:
non-secure usernames
and passwords




Statistics -
Remember 70/30

70% of the data Many external

breaches are caused breaches are
by external prompted by money
cybercriminals and access to data

30% of the breaches
involve internal
cybercriminals




Statistics

Having an Incident Response plan in place will better equip a company in their
recovery.

Companies who respond to an attack Of the organizations that do have a plan in place,
within 30 days EE\CELEVC CEET R 1LY more than half don't test their plans regularly.
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Statistics

On Average most companies take more than 6 months to detect a
data breach

Financial
Industry takes
an average of

to

detect a

breach

The
entertainment
industry takes
up to

The retail The education The healthcare
industry takes industry takes industry takes
up to up to




Statistics

$6
$10.5 Trillion $4.24
Trillion by end million
of 2021

350
malware
per day

By the end of
The cost of 2021 it is Global
Cyber Crime predicted the Cvb : il Average cost of l remediating
will reach $10.5 damages y ercr1meo " data breach - HaiWars Ransomware
Trillion annually inflicted will grow bi;rw’ per $4.24 million progrgpwdsafound attack $1.85
by 2025 total $6 Trillion y per day million
(globally)
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350 new Average cost of




Finaucial Tudustry

The Ongoing Battle Between Security and
Convenience

> Tase Satisfies Eud Users Need for a Positive Experievce —

~ Challenges

> During COVID fintech app usane is up 2% siice the start of the pandemic. That
means more data to manage, more opportuvities for man-in-the-middle attacks, and wore
storage locations that must be protected.

> During COVID many user are wmore concerned right vow about their health than their
data.

> Wany of cyber criminals would rather break ivto bank accounts than homes, and a lot of
fintech data looks ripe for the taking. Many apps were built with business veeds in mind
flret, security concerus second.



Financial Industry

Basy can be risky, it evough thonght hasn't gone into +he
ser experience.

> Solutions:
» Wl Factor Authentication
> Long Password at least 121D characters (MyFavshowin2024SdutdGames!)
> Security Settings
> Financlal APP
> Robivwhoo
> Paypal
> Zelle
> \eumo
Shopping: Do not save vou financial Information
Consider our Payment option
Keep tabs on your Bank and Credit Card statements,
Don't Share Too Much Informationwith Charities
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|® Service

Please confirm your amazon accountH0n 00000 GMEH MMM HOEMM M MMM )

amazon

Your Accounts | Your Account  Amazon.com

—————————————

Account suspended
108-4596473-8009841

Wewere unable o validate important details about your Amazon WebServices
account has been suspended.

Pleasevisit your account Details to update thepayment information hrj

AccountDetails
Accounti108-4596473-800984 1

amazon

Sign in

Email (phone for mobile accounts)

Password Forgel your password?

Sign in

Create an account

By signing in you ane agresng to our Conditions of
Use and Sale and our Privacy Notice




mail Attack— Spoofine

OO 4+ A

e e i e B

| Your Account > Billing Center > Billing Address Verification

Please fill out the form below with your billing address:

ARG S

amalo" AT Lo Todm's Dealy GACH Mop Tray Ad-Mprm Forudie Fammdy: Bom TR
S by — 0 —
Dopartment —— = Your Account ul:m List

0D & A

7 TodeysDeals GRfiCards Help Thir Al-Mapws Korulla Famdy from 379 |
Full Mame: it
Shop by o H Ha "\0/s W
Department Your Account s Cart List
Address Linel: -
{'} et addresd, PO Dga, Tty T, U9
Address Lined: e e g g g Your Account > Billing Center > Billing Information Verification
: Enter your card information:
State/ Provinoe /Reghon:
ZIP:
MName on card:
Country: ]
Phone Numbsr: Card numben o) CAEOMES OF B0
Address Type: Teect s Adsen Type 2] CVV2:
g R Ty (el
Expiration date: %] %]
Sve & (onerge
Bank Account Numbers:
3D Secure Code:
Date of Birth: ! / (DO/MMYYYY)
Get to Know Us Mahs Monay with Us Let Us Haelp You
CRmaE Sail oo Amaion Yot Accoumi



Soclal evgiveering attacks

Preparing the ground for the attack:

MQPP@V] v one or more S’l'@PS. - Identifying the victim(s).

- Gathering background information.

- Selecting attack method(s).

Closing the interaction, . - .
Social Deceiving the victim(s) to gain a foothold:

ideally without arousing suspicion: _ e
Engineering ngaging the target.
Life Cycle

- Removing all traces of malware. S
Mng - Spinning a story.

- Covering tracks.

- Bringing the charade to a natural end.

Obtaining the information over a period of time:

- Taking control of the interaction.

- Expanding foothold.
- Executing the attack
- Disrupting business or/and siphoning data.

Thew, the attacker moves to gav TNE VICTIWM'S TrstT and provide stimull
actions that break security practices, such as revealing sensitive informg
access to eritical resources.




Social Engineering

What Does a Social Engineering Attack Look Like?

Emall 'FI"OW\ a 'FY'i@VIdI Manages to hack or socially engiveer one person’s email password they

have access +o that person’s contact list—and becanse most people use one password everywhere, they
probably have access to that person’s social networking contacts as well,

Using a compelling story or pretext, these messages may.

> Using a compelling story or pretext, these messages may.

> Use phishing attempts with a legitimate-seemivg backaround

> Ask yon to donate to their charitable fundraiser, or some other
caunse.

> Present a problem that requires you o "verify" vour information by
clicking ow a link

> Pose as a boss or coworker.



Social Engineering

Dov't become a victim

Tips to Remember:
> Slow doww.
> Research the facts
> Don't let a link be in control of where you land
> Beware of any download.
> Foreigu offers are fake.

Ways to Protect Yourself
> Delete any reduest for financial information or passwords
> Reject requests for help or offers of help.
> Set vour spam filters +o high
> Secure our computing devices




Ransomware

ansomware is a type of malicious software (malware) that threate
to publish or blocks access to data or a computer systewm, usually by

encrypting i, until the vietim pays a ransom fee +o the attacker.

The average ransom fee
In 2021, the largest :
ransomware payout was requested has increased

The average downtime a
company experiences

. from
made by an insurance o 4 after a ransomware

company at arounc

(Business Insider 2021) & i(npgtce) glitrgt)

( . 2021)


https://www.coveware.com/blog/ransomware-marketplace-report-q4-2020

Ravsomware - Statistics

Survey conducted
with 1,263
companies,

with

Additionally,

in place
survey respondents P

indicated that

and

experienced

their resulting

and . Cr: as a result. from a ransomware
to their data but ( , 2021) attack.

most of it was ( , 2021)

. 2021)



https://www.cybereason.com/hubfs/dam/collateral/ebooks/Cybereason_Ransomware_Research_2021.pdf
https://www.cybereason.com/hubfs/dam/collateral/ebooks/Cybereason_Ransomware_Research_2021.pdf
https://www.cybereason.com/hubfs/dam/collateral/ebooks/Cybereason_Ransomware_Research_2021.pdf

Healthcare
organizations
dedicate only
around
their budget

to

measures.

(Fierce
Healthcare, 2020)

Ransomware
attacks were
responsible for

almost

(Health and
Human Services,
2021)

alone,
cybercriminals
infiltrated and
stole

(HIPAA Journal,
2020)

Ransomware -Healthcare

In 2020,

facilities were
affected by
ransomware
attacks

(Emsisoft,
2021)



Ransomware — Financlal
Tndustry

There’s a rising threat to LokiBot has targeted
small financial over
institutions with less institutions, getting

away with more

(National Credit (Hub
Union Administration) Security, 2021)

Banks experienced a
in phishing
and ransomware
attempts between

(American Banker, 2020)




Ransomware - Prevention

Security Trainivg

Avold Clicking on Suspicions Links

Use Email and Budpoint protections
Stronger Password System

Emplovyee Access Control Management

TIwplement Zero Trust Security WModel
Keep Timmutable, Offsite Back up

vV V VY V VY V V




Myths abont Cybersecurity

Risks are well-known.

> Cybercriminals are outsiders.

> My industry is safe.

> Cybercriminals don't target small or medium-sized businesses

» We've never experienced a cyberattack, so our security posture must be
strong enough

> Our passwords are strong enough +o avoid a data breach
> Anti-virus and anti-malware software are enough to keep us safe:
» IT department is respovsible for cybersecurity:



Cber Hygiene - Persoval

WManaging Your Privacy Settings
Raising Privacy-Savvy Kids
Personal Information Is Like Woney. Value T+, Protect I+,
> Know what's  being collected, who is collecting it andhow i+ will be used
Oww your onlive preseunce
Configure 3 Wi-Fi access at home for
1. TV & ToT,
2. PC & Laptop Use

3. Friends & Visitors
> Create Separate email for Rewards and newslet+er

> Be conscions whewn downloading Apps/games on your phone avd Tablet




Cyber Hygiene — Work

Update all software or hardware that have updates available.

Eusure antivirus and antimalware software is properly installed and configured.
Evsure proper password mavagement.

Limit those who have administrative access to the vetwork.
Keep our hard drive cleaw

Back up regularly

Use multi-factor anthentication

Set strong passwords

Use network firewalls

vV Vv ¥V VY ¥V YV V VY V V

WMake sure routers and firewalls are properly set up and configured.
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